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ABSTRACT

There are high hopes that a development towards smarter urban environments, backed up by various big data
sources, can help solve many of the challenges facing today's large cities related to providing security, mitigating
environmental damages, improving services and upscaling innovative and entrepreneurial activities. This study
explores the acceptance of use of mobile phone data (MPD) in different areas, and how it is related to different
types of trust. Based on a representative survey of citizens in the two smart cities, Oslo and Tallinn, four similar
trust cultures are located. The acceptance of use of MPD differed significantly between the trust cultures and, as
expected, was significantly stronger in groups with higher levels of trust, either generally or in terms of reliance
on technologies. The acceptance of use of MPD for commercial product development was low for all groups.
Findings suggest that future users of MPD need to be aware of the significant scepticism toward and rejection of
the use of such data in large parts of the population. Unless visions of the smart city are grounded in the needs
and wants of citizens, such plans are not likely to succeed, and negative understandings and images of a panoptic
state may take stronger hold. As for now, however, there seems to be insufficient social trust to exploit this on a
wider scale without creating even more scepticism and distrust.

1. Introduction

A growing number of new services, in particular services related to
transport and mobility, are dependent on real-time data from citizens.
An almost endless variety of new big data sources offer novel oppor-
tunities for city planners and politicians to get valuable insights and
knowledge about mobility patterns (Kitchin, 2015; Chen et al., 2016).
One of the most useful types of big data is mobile phone data (MPD), i.e.
data that registers and visualizes urban travellers’ spatial movements
during the day, based on mobile phones and other portable devices
connected to wireless networks.

MPD is currently harvested, analysed and offered to third parties by
telecom operators and technology companies (Google, TomTom,
Facebook, etc.). In contrast to traditional survey data, this represents
“passive data”, in the sense that it is not collected through active soli-
citation, but is generated by phone operators or service providers for
other purposes (Chen et al., 2016). Several studies have looked at the
challenges and risks involved in extensive use of mobility data, in
particular issues connected to citizens’ privacy (Steenbruggen et al.,
2014; Wang et al., 2018). In connection with the General Data Pro-
tection Regulation (GDPR), anonymization of MPD is crucial, because

the re-identification of individuals must not be possible according to
European law. However, full anonymization is challenging, and often
decreases the utility of the data, which means that the benefits of the
data cannot fully be exploited (Berzina and Lauberte, 2018).
Harvesting of big data is a cornerstone in the development of smart
cities. Neoliberal urbanism has dominated previous research on smart
cities, which can be summarized as a market-based view centered on
economic growth (Cardullo and Kitchin, 2018). However, recent con-
tributions have focussed on the transition from smart cities to experi-
mental cities and “smart citizens” (Cardullo and Kitchin, 2018;
I. Calzada, 2018). This perspective can be seen as a response to the
increasing criticism of smart cities as being overly technology-driven
and neglecting public and common interests (Hollands, 2008;
Grossi and Pianezzi, 2017). The introduction of the GDPR in 2018
started a debate on the digital rights of citizens, i.e. about the owner-
ship of data, data privacy and transparency. Furthermore, cities such as
Barcelona are in the process of establishing a more democratic data
ownership regime, following an experimental city policy framework
(Cardullo and Kitchin, 2018; Calzada, 2018; Evans et al., 2018). The
bottom-up perspective on smart cities means developing new ways to
include citizens and adopting an inclusive and deliberative framing of
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citizen participation in the smart city (Cardullo and Kitchin, 2018). The
voices of citizens are crucial to gaining acceptance and avoiding vio-
lations, conflict and distrust, yet few studies take the perspective of the
citizens into account (Thomas et al., 2016; Vanolo, 2016).

This paper aims to illuminate how citizens perceive the sharing of
information about their movements with mobile phone operators and
their wider circle of customers, partners and subcontractors. The use of
passive data is undoubtedly a challenge to privacy policies, which in-
fluence the everyday life of ordinary citizens, and the use of such data
cannot be governed top-down and only discussed in expert debates
about data protection (Minkkinen et al., 2017; Calzada and
Cobo, 2015). The general awareness among the public about the ex-
istence and use of such data is also relatively limited (IET 2016). Trust
is a key factor in the acceptance of technology-based systems that can
be used for surveillance, such as MPD (Bélanger and Carter, 2008;
Wong, 2008; Yeh, 2017). Trust can be based on various sources and
processes; it is also volatile and differently distributed between geo-
graphical regions, organizations and social groups (Bachmann and
Zaheer, 2006; Markova et al., 2008). In the context of nations and re-
gions the term trust cultures has been used to distinguish between so-
cieties on the basis of their level of interpersonal trust and shared
ethical values (Fukuyama, 1995; Natale et al., 1998). The question is
whether there is sufficient trust within modern societies to implement
MPD-based tracking. In this paper, we ask the following questions:
What types of trust cultures exist in Oslo and Tallinn? To what extent do
trust cultures differ between national contexts? How does affiliation
with such groups influence acceptance of the use of MPD data? Based
on a comparative survey analysis we explore and describe local trust
cultures that delineate groups holding different views on security,
privacy and confidence in third parties and potential users. As we will
show, within these cultures there are very different views on the ac-
ceptance of MPD. To achieve future acceptance, it will be necessary to
seek support from trust cultures that so far have been reluctant to share
their positional data.

The following section gives an overview of earlier studies on smart
cities, MPD and trust. This is followed by a section describing the
methodological approach and data; after which we present the multi-
variate statistical analysis and findings. Finally, we discuss the evidence
and draw conclusions based on the theoretical framework.

2. Smart cities, mobile phone data and trust cultures
2.1. Smart cities

The use of digital data to monitor and track citizens is closely linked
to the idea of smart cities. Although it has been researched for over two
decades (Mora et al., 2017) the concept still lacks a concrete definition
(Hollands, 2008; Glasmeier and Nebiolo, 2016). The knowledge about
smart cities is rapidly growing and extremely fragmented, and lacks
intellectual exchange between researchers in the field. In their analysis
of the smart city literature, Mora et al. find that the most cited docu-
ments are based on two dominant interpretations of the smart city
(Mora et al., 2017). The first understands smart cities holistically as
combining human, social, cultural, economic, environmental, and
technological aspects. The second takes a techno-centric view of them.
Reflecting these interpretations, the literature on smart cities has been
criticized for being insufficiently nuanced, using one-size-fits-all nar-
ratives, and failing to use in-depth empirical studies and comparative
research to underpin the arguments (Kitchin, 2015).

The research on smart cities is still at an early stage of development.
Much still focuses on the understanding of smart cities, often providing
illustrative case studies of smart city programmes, public documents
and debates (Grossi and Pianezzi, 2017; Vanolo, 2016; Vanolo, 2014;
Albino et al., 2015; Luque-Ayala and Marvin, 2015). It is important to
recognize that “smart” technologies function on top of already existing
structures and actors, at best promoting incremental change
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(Cowley et al., 2018; Gaffney and Robertson, 2018). This implies that
there is no such thing as a singular “smart city”, because cities are
heterogeneously structured within different societies. The term smart
cities is part of an ongoing debate on where cities are heading. How-
ever, as Thomas et al. (Thomas et al., 2016) note, the term is not per-
ceived as inviting inclusive debate, because citizens find it distant and
abstract. Investigations in the UK show that few citizens are familiar
with the concept of smart cities. A UK survey found that only one in five
adults is familiar with the term (IET 2016). Similarly, Thomas et al.
found that most of the interviewees were unfamiliar with it. In general,
it seems that citizens lack interest in smart cities (Thomas et al., 2016;
Cowley et al., 2018). However, much of the “smartness” consists of
unseen technological infrastructure and objects undetectable by the
majority of citizens.

Recent literature on smart cities moves away from the top-down,
neoliberal, market-based, techno-centric view of smart cities and to-
wards an alternative vision reflecting and serving the interests of the
citizens. This literature often relates to the research on new governance
models that engage citizens beyond traditional forms, such as co-crea-
tion (Torfing et al., 2016). For example, Calzada (I. Calzada, 2018;
Calzada, 2018) focuses on data ownership, grass-roots innovations and
co-operative service provision models when analysing the digital plan
for Barcelona. He asks whether we are going from smart cities to ex-
perimental cities, and how citizens become decision makers rather than
data providers. Using data ethically in order to protect citizens and
involving citizens in decisions on how data is used are issues that cities
are currently experimenting with and constantly need to address in the
future.

2.2. Mobile phone data

The use of big data is a cornerstone of smart cities. Big data is real-
time data that has been generated due to the “digitization of everyday
life”, as we leave footprints every time we use a device or a digital
service (Dubow, 2014). Over time, this generates compilations of
structured and unstructured data that can be used for other purposes
than initially intended. In the context of urban development, big data
differs from traditional data used to understand human mobility, as it
consists of real-time data that has been gathered and stored for other
purposes. Exploitation of mobile positioning data is currently widely
applied in various part of society as digital technology gets more
widespread and big-data analytics gets more advanced. Locational data
is applied in connection with implementation of smart homes and
household grid technology (Desai et al., 2019), energy services
(Griinewald and Reisch, 2020), road pricing systems (Igbal and
Lim, 2008), shared mobility coordination systems (Aivodji et al., 2017;
Cottrill, 2020), and car-tracking by insurance companies (Derikx et al.,
2015).

There are several kinds of big data, but in transport-related studies
one of the most frequently used and discussed types is mobile phone data
(MPD), which is generated from mobile phone locational systems and
the motion systems integrated into smart phones. Location information
is generated as a result of a phone's communication with a cellular
network maintained and operated by cellular network operators
(Li et al., 2017). It can be registered when a user initiates a connection
between the phone and the network through one or more cell towers, or
by means of regular updates of geographic position based on the user's
movement between different towers in a network. In addition, a
number of sources for gathering locational data are built into mobile
smartphones or other wireless networks in the city. These include GPS
receivers in the smartphones, wi-fi positioning, motion systems, and
accelerometer functions. Used in combination, these data sources can
extract travel behavior data that is comprehensive and detailed
(Wang et al., 2018). Such data is increasingly exploited in various
mobile phone application used for sports activities, navigation and so-
cial networks.
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The increased interest in MPD rests on the fact that access to mobile
phones has become ubiquitous in every city, town and village in the
world. There are now almost five billion mobile phones users, and an
estimated 62.9 percent of the global population already owned a mobile
phone in 2016." The mobile phone has become an integral part of ev-
eryday life, and it has also become a favourite companion for travellers,
used for trip planning, organization and navigating. Studies indicate
that mobile devices are widely used while on the move, to get in-
formation from websites, read email, watch movies, communicate with
friends and much more (Julsrud and Denstadli, 2017; Lyons and
Chatterjee, 2012; Kenyon and Lyons, 2007; Lyons et al., 2007). The new
generation of 5 G mobile networks and new smart phone models make
the tracking of urban populations even more accurate and accessible
(Gregersen and Lunke, 2018). In the current smart cities, data from
mobile phones is part of a large web of various big data sources con-
necting humans and technologies that can increase the value of CDR-
data. These include data from smart card readers, information from
“blue tooth beacons”, traffic data and more.

2.3. Analytical framework: trust cultures

Acceptance of digital technologies has traditionally been explained
as a product of individual motives and attitudes. In innovation studies,
social psychological theories are widely applied in studies about
adoption of new services in society. In particular, Theory of Planned
Behaviour (TBP) (Ajzen, 1991) and its offshoots such as the Technology
Acceptance Model (TAM) and the Unified Technology Acceptance
Model (UTAUT) have been influential. Key assumptions in the latter
group of theories are that underlying attitudes, expected ease of use,
and perceived usefulness of a technology are decisive for acceptance
(Venkatesh et al., 2003; Davis, 1989). Though initially developed for
the field of information system adoption, these theories have been ap-
plied to a number of other fields, including e-government (Bélanger and
Carter, 2008), information systems in organizations (Horst et al., 2007),
mobile applications (Beldad and Hegner, 2018) and online shopping
(Gefen et al., 2003). Despite their popularity, the reliability and use-
fulness of these theories has been questioned, among other things for
ignoring the dynamic social aspects of adoption processes (Legris et al.,
2003; Benbasat and Barki, 2007).

From the perspective of implementation and acceptance of passive
data, this type of approach has several weaknesses. While the decision
whether to adopt or reject a technology is seen as active and rational in
TBP or TAM, this is usually not the case for mobile phone data.
Acceptance can be done implicitly by a lack of resistance or simply
through the use of services that are based on mobility positioning. In
many cases, however, users will not know how their data is used, even
when they have downloaded an application and clicked on the accept
button. Secondly, the risks of abuse and/or the possible benefits of
acceptance are very hard for regular travellers to comprehend when it
comes to the use of passive data, due to its high level of complexity.
Another issue is that acceptance for sharing of mobile data is not ne-
cessarily similar across all domains or situations. Even research using
the traditional technology acceptance models has found that they per-
form differently in different cultural settings, and that some factors may
be more or less important in one culture than another (Straub et al.,
1997; Choi and Geistfeld, 2004). Thus, a single model for acceptance of
technologies across cultures tends to obscure the variations and dy-
namics involved.

From a more sociological point of view, acceptance of a technological
system is understood as a product of collective social processes and is
closely related to culture (Wolsink, 2018; Devine-Wright et al., 2017).
Whether a certain technology is perceived as a threat to privacy or as a

! https://www.statista.com/statistics/274774/forecast-of-mobile-phone-
users-worldwide/
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benefit to society depends on the particular cultural context and historical
narratives that it links up to. Although various definitions exist, cultures
can briefly be described as belief systems that shape individuals’ schemas
about the world around them (Schein, 1985). Following a cultural so-
ciological approach, interpretation of the meaning, risks and benefits
related to smart cities and big data must be seen as part of an ongoing
discourse within a culture. The active development of common under-
standing of phenomena and social events is often described in sociological
literature as “framing”. “Collective action frames” represent sets of beliefs
and meanings that are used to make sense of events and happenings in the
world (Leonardi, 2011; Benford and Snow, 2000; Goffman, 1974).

Acceptance of smart city technologies is to a large extent related to
possible future benefits of sharing private data with others. This directly
evokes the concept of trust, which in general terms can be defined as a
“psychological state comprising the intention to accept vulnerability
based upon positive expectations of the intentions or behavior of an-
other” [(Rousseau et al., 1998), p. 395]. According to Luhmann
(Luhmann, 1988) trust arises as a demand for “reduction of complexity”
and is based on the delegation of decisions and responsibilities. Giving
others access to individual mobility data involves trust because it cre-
ates a vulnerability that is handled by belief in the positive intentions of
others, as a way to handle high complexity. As a social phenomenon,
trust operates on different levels. Generalized trust, i.e. to what extent
people believe that most other people can be trusted, is seen as a par-
ticularly important dimension of a national culture, with significant
impact on how new innovations, events or social changes are handled
(Fukuyama, 1995; Uslaner, 2006; Putnam, 2000). Following Putnam
interpersonal trust, together with networks and norms, is a key element
in the concept of social capital (Putnam, 2000). When people are en-
gaged in establishing social networks and relations, norms and shared
values develop. A society is constituted by a well-established network of
social relations, and this constitutes a shared resource (i.e. social ca-
pital) which is beneficial for the society as a whole [(Field, 2003), p.
65]. Hence, general trust is used by Putnam as an indicator of social
capital in societies. Empirical studies have repeatedly documented
significant variation in the level of general trust across nations, which is
generally explained by cultural differences (Inglehardt and
Weltzel, 2005; Edelman 2019). Institutional trust is slightly different, as
it is related to social institutions and is believed to be of particular
importance for the stability of societies and cultures (Zucker, 1986;
Hardin, 2006). It reflects how secure one feels about a situation because
of guarantees, safety nets and other structures, and the belief that things
are normal and customary and that everything seems to be in proper
order (McKnight et al., 1998). Relying on advanced technologies and
algorithms to handle coordination of urban processes involves an in-
creasing amount of what sometimes is described as yet another form of
trust: systemic trust or technology based trust (Luhmann, 1979). Al-
though trust in technological systems is of significance in many emer-
ging fields, it can be contested whether this actually accords with the
definition of trust given above, or rather falls under the concept of
confidence (Mollering, 2006).

It is important to recognize that trust is closely linked to risk, be-
cause situations involving risk tend to evoke a need for trust. There are
many ways to describe risk, but according to recent sociological ap-
proaches, risk is a key implication of the emerging modernity with in-
creased reliance on technological systems. Beck (Beck, 1997) describes
this as a need to “foresee and control the future consequences of human
action, the various unintended consequences of radicalized moder-
nization” (p. 3). The exploitation of digital systems, such as MPD, can
be seen as a typical product of a highly developed modern society
leading to a new awareness of risk for abuse.

One of the most discussed risks is intrusion into people's privacy, i.e.
violation of individuals’ or groups’ possibility to seclude themselves or
keep information about themselves secret. The boundaries and content
of what is considered private differ among cultures and individuals, and
can also be constrained by situational factors. To some extent, access to
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information about citizens is a necessary condition for national autho-
rities to be able to protect citizens, coordinate services and enforce legal
rights. Throughout history, there has probably always been tension
between the individual's right to privacy and the right of the state to
protect itself and the community by inquiring into the lives of in-
dividual citizens. However, due to the development of digital tech-
nology, sensors, network infrastructure and algorithms for analysing
big data, the scale of the state's ability to do this has increased rapidly.
This has led to warnings about an increased risk of a “panoptic state”
(Bannister, 2005), that automatically monitors and registers what
people are doing, and develops profiles based on multiple different
sources.

The framework of contextual integrity is a new approach to privacy,
where privacy is perceived as a normative concept (Nissenbaum, 2010).
When information is transmitted between actors, it occurs within a
specific social context containing specific informational norms. The
informational norms connected to each transaction will vary across four
key parameters: the specific context, the actors involved, the type of
information and the principles of transmission. MPD is part of a larger
tidal wave of applications and systems that are relevant for the devel-
opment of smart cities, but also are enveloped in risks of surveillance
and intrusion onto privacy rights. As noted by several scholars, the
access to and use of MPD raise serious concerns about violation of ci-
tizens’ privacy (Taylor, 2016), although very few studies have in-
vestigated this empirically. One exception is a study by Martin and
Shilton (Martin and Shilton, 2016), who looked at privacy expectations
for mobile devices. They found that users expect particular data types,
such as location, to be used in the contexts of navigation and weather
applications, but not to be used for targeted advertising.

Relying on a sociological approach to trust and surveillance, in this
paper we will use the term trust cultures to describe the collective un-
derstandings of trust — in relation to the use of digital data in developing
smarter cities — that are found within subgroups in the populations in the
cities We draw on previous literature addressing cultures and trust on a
national, community and organizational level (Bachmann and
Zaheer, 2006; Uslaner, 2006; Putnam, 2000; Inglehardt and
Weltzel, 2005; Heckscher, 2015) using the city as a socio-cultural frame.
Trust cultures are groups of people with shared opinions, values and
attitudes regarding whom and what to trust in a shared social and lo-
cational context. Based on the discussion above it is reasonable to believe
that trust cultures are different across national cultures, due to their
different histories and “frames”, but also that there are different cultures
within each city. It is also to be expected that the levels of trust within
these cultures will differ according to the field where the harvested data
is to be used.

3. Methodological framework and data
3.1. Case study design

This study follows a comparable case research design. Tallinn in
Estonia and Oslo in Norway are different socioeconomic societies;
however, they are relatively small, modern and technologically ad-
vanced European capital cities. As the research takes a cultural socio-
logical approach, we expect that the inhabitants in different cultural
contexts, i.e. cities, take divergent attitudes in terms of MPD. Although
the cities were partly chosen of pragmatic reasons,” we expect the
comparative design to show how different historical and cultural con-
texts affect the trust cultures among citizens towards the use of MPD.
Cities and regions are complex and it is difficult to select cases
exclusively based on similarities or differences (Levy, 2008).

2 This contribution is a part of a research project aiming to look at the use of
big data in the Norwegian transport sector. Estonian experts were a part of the
project, which let us to exploit the opportunity to make a comparative study.
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An additional strength of a comparative design is to get crucial
insights into the phenomenon or causal configuration of interest
(Krehl and Weck, 2019). Below, we give some insights on similarities
and differences between the case cities as background information for
the comparative approach and the findings.

The similarities between the cities as technologically advanced re-
flects the fact that citizens are experienced and well-informed about the
data that they generate. Both countries have high levels of adoption of
mobile broadband services, access to Internet in households, and use of
Internet on mobile and portable devices (Table 1). Both capitals are
taking their first steps towards becoming smart cities that utilize mo-
bility data on a larger scale, and both have populations of well-educated
citizens whose mobile phone data has been exploited in recent years.
Tallinn and Oslo also both rank high on indicators of smart mobility
and smart cities, such as access to digital infrastructure, an integrated
transport system and penetration of communication technologies in the
population (Caragliu et al., 2011).

However, the cities differ in a number of respects that are viewed as
important when investigating trust cultures. First, Norway and Oslo
have experienced stable economic growth and have a standard of living
that is among the highest in the EU region and a well-developed welfare
system. Norwegian citizens, according to repeated studies, have high
levels of general trust and trust in public institutions, which arguably
are crucial factors for further acceptance of many smart city applica-
tions (Andreasson, 2017). Estonia and Tallinn have lower economic
wealth and equity, although the modern Estonian state has experienced
rapid economic development after gaining independence from the So-
viet Union in 1991. This historical backdrop may have caused suspicion
of digital control and surveillance, but also enthusiasm due to the
country's shift to a new national leadership and the development of
stronger democratic institutions. Cross-national studies have indicated
increased levels of trust in the government and public institutions
during the last decades, suggesting that this latter line of development
has been taking place (Zmerli, 2012).

Second, the cities have also followed different pathways in their
efforts to employ ICT-based services in their urban infrastructure and to
improve public government. Estonia has invested heavily in digitali-
zation of civil services and has introduced e-voting and e-citizenry.
Norwegian public authorities have taken a somewhat more cautious
approach to privacy, and digital information exchange between public
authorities is less widespread. The eGovernment platform was reformed
in 2007, leading to the establishment of a new agency for public
management and eGovernment (Difi). According to the OECD, how-
ever, Norway is still struggling to acquire an efficient governance model
(OECD 2018).

Third, harvesting of mobile phone data based on MPD has been tried
out in both countries, mainly in the context of research activities sup-
ported by telecom operators (Gregersen and Lunke, 2018; Ahas et al.,
2007; Ahas et al., 2010). Commercialization has been utilized to a
larger degree in Estonia. As a consequence, MPD-based data has been
made publicly available, and is provided by telecom operators in col-
laboration with commercial operators.®

The comparison between the trust cultures of Oslo and Tallinn may
reveal the significance of national and cultural context when it comes to
the use of MPD data in cities. This is important knowledge for European
cities that are struggling with the ethics of data use. Furthermore,
findings from these cities, which have different national and cultural
contexts, can be relevant for a larger number of similar cities in Europe
and the “global north”.

3.2. Questionnaire development

The questionnaire was constructed largely using multiple

3 https://www.positium.com/


https://www.positium.com/

D.T.E. Julsrud and D.J.R. Krogstad

Table 1
Key smart city indicators for Tallinn and Oslo. percent. Per country (**) or city
average per country (*). Source: OECD (2017) and Eurostat (2016).

Tallinn Oslo EU28

Technology
Mobile broadband subscriptions** 145 99 101
Internet access in households* 920 97 87
Interacting with publ. authorities on internet the last 84 77 51
12 months*
Individuals who used a portable computer or a 70 80 68

handheld device to access the internet away from
home or work*

I0T: M2M cards per 100 inhabitants** 19 30 17
Knowledge
Education level (Tertiary level)* 49 52 36
Quality of life and equity
Risk of poverty or social exclusion* 25 12 24
Proportion of people having income greater than or 34 9 25
equal to 150% of national median income*
Environment
Proportion of people living in areas with problems 16 6 19
related to pollution or other environmental
problems*

overlapping attitude statements, based on our key research focus and
concepts. Agreement with each sub-item was indicated on a five-point
scale.” A battery of 35 items was designed to capture the key content of
the terms trust, risk and acceptance, while at the same time relating this
to the harvesting and use of mobile phone data and similar data
sources. These items were later reduced to a more limited number of
factors based on a factor analysis (PCA).

Acceptance of use of MPD was measured in four areas, to capture
how it was related to contexts of use. The following question was asked:
“Smart phones can be used to track your mobility pattern. To what
extent do you accept that mobility tracking data could be used in the
following areas: research; improvement of transport systems; develop-
ment of new commercial products or services; protection against ter-
rorism and crime.

Trust was measured in four main areas. To measure general trust, we
used a scale to capture both in-group and out-group relationships
(Delhey and Weltzel, 2012). In-group trust concerned to what extent
the respondents trusted their family, friends and other people whom
they knew personally, while out-group trust concerned trust in people
with another religion or nationality. These measures represent a more
detailed operationalization of the concept of general trust, where a
more general form of the question is used to capture general trust in
others. For trust on an institutional level, informants were asked to
indicate trustfulness toward a list of eleven public and private organi-
zations that in some form or another can be expected to harvest or use
MPD through telecom data or mobile applications. This included public
health services, banks and insurance companies, telecom operators,
domestic revenue services, the police and more. For trust in govern-
ment, we asked to what extent they trusted the present government, the
political parties, the parliament, the justice system, and public autho-
rities. We also asked about whether the government should be given
more freedom to harvest and share digital data. To capture the essence
of technological and systemic trust, we included questions about con-
fidence in the potential positive benefits of the data system themselves,
and their possibilities for producing benefits for the citizens.

Risk was measured by asking respondents whether they thought
society has become too vulnerable to terrorist attacks, accidents and
catastrophic events, future abuse of personal digital data, and the risk of
political surveillance and abuse. We also asked whether they believed
stricter regulations were needed to control the use of MPD and similar
digital data sources.

“#For the full list of questions, see Appendix.
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3.3. Sample population

The survey questionnaire was distributed to a pre-recruited panel of
respondents in each city and was based on a random selection in two
strata (adjusted for gender and age). The total net sample included 516
respondents in Oslo and 501 in Tallinn. Table 2 provides an overview of
gender and age distributions. The sample was weighted for gender, age
and residential area (urban zones) to provide a representative sample
for each city. The questionnaire was distributed by email in November
2017° (before the introduction of the GDPR). The questionnaires were
translated into Estonian, and a Russian version was also available for
respondents in Estonia.

4. Statistical analysis

Before the construction of the cultural sub-groups, a factor analysis
was undertaken to identify highly correlated variables and to create a
more limited set of variables that could be used in the coming analysis.
The factor analysis was conducted separately for each city. In total 35
variables were subjected to a principal component analysis (PCA) with
Varimax rotation. A reduced list of components was derived with high
level of similarity between the cities — nine in Oslo and six in Tallinn.
Factors with eigenvalues below 1 were excluded from further analysis.
Each component was reliability tested with a Cronbach's Alpha test to
ensure sufficient scale consistency.

The factor component scores were used as input to construct natu-
rally homogeneous groups of people that shared a common conception
of trust and possible risks and opportunities related to the use of MPD.
For this purpose, a K-means cluster analysis was applied, which is helpful
for identifying relatively homogeneous groups of cases based on se-
lected characteristics, using an algorithm that can handle large numbers
of cases. Cluster analyses were conducted separately for each city. Since
the aim of this analysis was to explore and locate trust cultures, some
demographic characteristics were also included: age, gender and edu-
cational level. This approach has been used in much segmentation re-
search in the social sciences [(Mooi and Sarstedt, 2011) p. 241]. A four-
group cluster solution was selected to capture as much variation as
possible, but at the same time to establish groups that were sufficiently
homogenous and consistent. Finally, the impact of group membership
on acceptance of MPD across five areas was analysed using a regression
model.

4.1. Exploring trust cultures

The aim of the factor analysis was to help identify latent structural
variables outlining different notions of trust in the use of mobile phone
data within each of the cities. We identified nine factors in Oslo and
eight in Tallinn, and these were given short labels according to the
characteristics of their key content (Table 3). The factors addressed
constellations of attitudes, norms and meanings regarding whom to
trust in general (institutions, the political systems, individuals) whom
to trust with regard to sharing of personal information (web-based
enterprises, public institutions, research institutions), particular issues
related to risks of abuse, acceptance of countermeasures (stricter rules,
more surveillance) and belief in the power of new mobile technologies
to improve the city. Two factors were unique to the Norwegian sample
(Research & Statistics and Law & Regulations) and one to the Estonian
(In-group trust). The latter was excluded due to low scale reliability
(alpha > 5).

Although the common factors had local variations, we view them as
representing similar latent structures, and we gave them identical short
labels. All factors were used as input to the cluster analysis, where

5 The informants were selected from Kantar's panel of users, and Kantar also
assisted with the sample design and the distribution of the survey.
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Table 2
Panel study population. Age and city distribution. Percent.

Age Total
15-29 30-44 45-59 60-89
Oslo (N = 516)
Male 2 6 17 16 41
Female 13 18 12 17 59
Total 15 23 29 33 100
Tallinn (N = 501)
Male 8 8 10 15 41
Female 12 16 11 20 59
Total 20 24 21 35 100

individuals with similar ideas and understandings of trust, risk and
privacy were grouped together. The cluster analysis was conducted
separately for each city, and four relatively stable groups were derived
for each of the samples. Each of the groups contained people with si-
milar conceptions about trust, risk and privacy — what we here describe
as trust cultures. Table 4 summarizes the variables’ importance for the
establishment of the clusters and their significance. A closer look at the
groups revealed a significant degree of similarities, and each of the
national groups had matching groups in the other city, though with
distinct national variations. Thus, the clusters were given the same
names, although local variations are evident. These four trust cultures
can briefly be described as follows:

Techno trust: This is a group that has strong trust in the possibility to
develop better cities and transport systems based on data from digital
mobile phone data, while its trust in societal institutions or political
bodies is not very high. In both cities this includes about one third of
the sample, and members are middle aged or older with good educa-
tion. There is a difference between the cities, however, related to ac-
ceptance of surveillance. In Tallinn they tend to accept surveillance of
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mobility patterns for the purpose of social goods, but in Norway this
group was clearly more sceptical of this, and implicitly valued privacy
higher.

General trust: This is a group of people with high trust in societal
institutions (health services, police, etc.) and in the political bodies
(government, parties). They also share a high general trust in other
people in society, such as foreigners and people of another religion, but
are reluctant to trust net-based actors. Still, people in this group re-
cognize risks related to the future use of mobility tracking of citizens
based on MPD. In general, individuals in this group are well educated.
However, the acceptance of surveillance and privacy was different be-
tween the cities, with the Tallinn group being more concerned about
abuse than the Oslo group. This group included about every third in-
formant in the Norwegian sample, but the corresponding group in the
Estonian sample was significantly smaller.

Net-based trust: In both cities there is a group of younger people with
lower education who put trust in Internet-based actors, like Google,
Facebook and webshops, but have low general trust in political in-
stitutions as well in other people. A difference is that those in Oslo had
general trust in political institutions and parties.

State distrust: Lastly, in both cities there is a distinct group expres-
sing distrust in the government and political institutions, as well as in
other people in general. Citizens in this group see few benefits for so-
ciety in the implementation and use of technology for improving so-
ciety. In Norway this group is also characterized by being in favor of
stricter rules and regulations for the use of MPD. Even though they have
low trust in the state system, they express surprisingly little concern for
overt surveillance and abuse. This group consists in general of middle-
aged and older citizens (45 +). It is almost twice as large in Tallinn as in
Oslo.

Despite distinct local differences, the clusters outline four different
groups in the cities that share similar understandings of trust, risk,
privacy and use of MPD. In general, they represent cultures where the

Table 3

Scales derived from factor analysis (PCA).
Factor Example Number of variables Crohnbach’s alpha Note

Oslo Tallinn Oslo Tallinn

Institutionally oriented Trusting the national revenue services handling of privacy data 7 7 0.846 0.830 Included
Politically oriented Trusting the National government 5 4 0.865 0.833 Included
Risk oriented I am worried that data and information about me and my mobility pattern will be abused 4 5 0.707 0.697 Included
Net-based Trusting Facebooks handeling of privacy data 4 3 0.807 0.767 Included
Technology Technological systems will help us to develop cities with better quality of life 2 3 0.841 0.761 Included
Relational Trusting people with another nationality 5 3 0.782 0.757 Included
Acceptance The fear of surveillance is exaggerated 5 4 0.713 0.661 Included
In-group oriented Trusting people in my family na 3 na 0.543 Excluded
Research and statistics ~ Trusting research institutions 2 na 0.699 na Included
Law and regulations It is good that the legal protection of privacy is getting stronger 2 na 0.677 na Included

Table 4

Summary of cluster analysis, Oslo and Tallinn. Standard scores. (Two highest scores in gray).

Oslo

Tallinn

Techno trust General trust Net-based trust State distrust

Techno trust

General trust

Net-based trust

State distrust

Size 32% 36% 20% 12% 33% 26% 18% 23%
Institutionally oriented —0.04004 0.36302 0.32320 —1.43375 —0.03405 0.42934 —0.08996 —0.45521
Politically oriented —0.00401 0.18998 —0.30105 —0.06273 0.14196 0.09919 —0.07211 —0.32374
Relationally oriented —0.00557 0.25250 —0.14120 —0.48511 0.03807 0.29043 —0.15617 —0.29701
Accepting surveillance —0.53952 0.49557 —0.27319 0.38358 0.54475 —0.78313 0.08270 0.01330
Trust in Internet —0.09810 —0.14249 0.38220 0.06070 0.30463 —0.27414 0.45586 —0.78817
Risk and concern —0.05640 0.24837 —0.20589 —0.24381 0.00535 0.03524 —0.01120 —0.04786
Technological trust 0.43658 —0.18004 —0.29631 —0.13539 0.33010 0.27440 —0.12625 —0.87390
Trusting research 0.39812 0.01323 —0.37811 —0.46074 na na na na

Law and regulations —0.04064 —0.05566 —0.23164 0.62151 na na na na
Education (Mean 1-5) 5 4 2 3 4 4 2 4

Age (Mean 1-5) 2.23 3.64 1.82 3.34 3.69 1.62 2.27 3.03
Gender (Male = 1) 1.64 1.47 1.78 1.55 1.59 1.61 1.62 1.55
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Table 5
Acceptance of use of MPD in four key areas. Oslo and Tallinn. percent.
Research Improve Development of  Protect All (Mean)
purposes transport commercial against
services services terrorism
and crime
Oslo
High 42.8 50.8 17.1 61.8 43.2
Low 57.2 49.2 82.9 38.2 56.8
Total 100 100 100 100 100
Tallinn
High 44.7 53.7 15.8 63.3 44.3
Low 428 46.3 84.2 36.7 55.7
Total 100 100 100 100 100

levels of trust in others, the political system and technology were dif-
ferently aligned. The group that trusts net-based operators and the
distrusting group represent low-trust cultures, with little interest in
possibilities related to exploitation of mobile technologies in the cities.
In general, these two groups included more people in Tallinn than Oslo.
The general trust group and the techno trust group are both cultures
that display a higher level of trust, although with different areas of
focus.

4.2. Acceptance of the use of mobility positioning data

Acceptance of mobility tracking was measured by a set of four
questions addressing the potential use of mobile phone data for re-
search, improvement of public services, development of commercial
services, and protection against crime and terrorism (Table 5). On an
average, 43 and 44 percent respectively of the populations in Oslo and
Tallinn agreed, or strongly agreed, with sharing mobility phone data.
Thus, a majority of the citizens in both cities were to some degree
opposed to it. The area of use with the lowest level of acceptance was
development of commercial services and products, with approximately
16% agreeing or strongly agreeing. In contrast, more than 60% in both
cities accepted the use of mobility positioning to protect against ter-
rorism and crime, over 50% to develop better public transport, and over
40% for research purposes. On a general level, then, citizens in the two

4.50

4.00
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cities were highly aligned on these questions, although the Estonians
displayed a slightly higher level of acceptance of the three most im-
portant areas. There were no significant differences between the cities
across these variables (Chi square > 0.05).

However, the acceptance of use of MPD differed significantly be-
tween the four trust cultures. Overall those in the techno trust and
general trust groups were more accepting of its use within the three
most accepted areas: transport, research and protection against ter-
rorism and crime (Figs. 1 and 2). As expected, acceptance was stronger
in groups with higher levels of trust, either generally or in terms of
reliance on technologies. The importance ranking showed that use of
MPD for commercial product development was of low importance for
all groups, but that use for transport improvement was more highly
ranked in the Oslo groups. A regression analysis indicates how mem-
bership in each of the groups predicted interest in using MPD (con-
verted to a binary independent variable) in the four key areas (Table 6).

In Oslo, belonging to the trust group significantly explains accep-
tance of research and transport purposes, while belonging to the gen-
eral trust group explains use of MPD to protect against terrorism and
crime. In Tallinn, belonging to the techno trust and general trust groups
was predictive of acceptance of improvement of transport and protec-
tion against terrorism and crime.

In sum, this suggests that trust cultures differ significantly in their
views on whether they want to share their data with government, urban
planners or others. Despite clear national variations, a high degree of
similarity was found between the cities, suggesting that the findings
may be representative for other cities of the same size and at the same
level of development.

5. Discussion and conclusions

The growing awareness of the possibilities afforded by extracting
data from mobile phones has contributed to a wave of studies based on
analyses of mobility patterns of urban citizens (Gregersen and
Lunke, 2018; Curzon et al., 2019). The possibilities for use seem almost
unlimited, as they offer researchers, planners, technology developers
and political decision makers instant information about human mobi-
lity patterns. Connected to various other sources, knowledge about
individuals’ present and most likely future behavior is highly attractive,
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Fig. 1. Acceptance of MPD and trust culture, Tallinn. Mean values (1 to 5)
*** ANOVA Sig.< 0.001.
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Net-based Distruster

Improving transport services**

Development of commercial services or products

Protect against terrorism and crime***

#* ANOVA Sig.< 0.001

Fig. 2. Acceptance of MPD and trust culture, Oslo. Mean values (1 to 5)
*** ANOVA Sig . < 0.001.

and is also increasingly accessible due to developments in mobile net-
work technology.

As we have documented in this study, unlimited harvesting of this
data is not in agreement with public opinion in general. The majority of
citizens in Oslo and Tallinn in general do not accept the use of such
applications, even if the purpose is to benefit society. This means that
achieving broad acceptance of further implementation and use requires
new governance models and ways of involving citizens. To the extent
that citizens do accept use of their data, it is to protect their city against
terrorism and crime, for the development of transport services and for
research purposes. Use of MPD for the development of commercial
products and services is less accepted and approved. European city
governments are already becoming aware of their political and in-
stitutional power to secure ethical use of data (Calzada, 2018). dialog
with and engagement of citizens outside the traditional forms of citizen
involvement are becoming increasingly important, and as a result
knowledge possessed by citizens, not only knowledge about citizens, is
being included in political initiatives (Vesnic-Alujevic et al., 2019)

Acceptance of sharing positioning data from mobile phones in-
evitably involves a significant risk of abuse, and needs to be based on
some form of trust among the users. As we have documented in Oslo
and Tallinn, we find different trust cultures among citizens based on
different understandings of whom to trust and the risks involved. While
one of the four groups seems to share a high level of general trust in the
political system, including institutions that can benefit from such data,

Table 6

Binary logistic regression of trust groups on acceptance of MPD in different areas.

two other groups display strong trust related to the technological pos-
sibilities. One of the groups, including a large number of young citizens,
had high trust in net-based platforms. This may resonate with the ar-
gument recently proposed by Rachel Botsman that in the near future,
trust will be based on Internet-based peer-to-peer platforms in ways
that make social and institutional trust less relevant (Botsman, 2017).

The similarities between the two cases indicate that national and
cultural contexts are less significant than hypothesized. However, this
shows that the findings are robust (i.e. have high external validity) and
that similar structures can probably be found in other European cities.
In both cities, we see evidence of a younger generation that trusts web-
enterprises more than state institutions. The data also suggest that the
share of people adhering to a low-trust culture is higher in Tallinn, and
that they generally have a lower level of trust in political institutions.
This might be possible to trace back to historical political cultures and
the lack of durable democratic institutions in the former Eastern Bloc
nations. The recent Covid 19 pandemic may serve as an example.
Several European countries have developed mobile software applica-
tions that track the geographical location of app users in response to the
crisis. In Norway, where trust in political institutions is high, almost 30
percent of the population downloaded the app during 2 months. In June
however, the government stopped the app due to privacy concerns from
the Norwegian Data Protection Authority. In Estonia, the government
has called on nine companies to help with a privacy-preserving ap-
proach to develop an app (O'Neil et al., 2020).

Acceptance of area for use of mobile tracking

Research Transport improvements Commercial product development Protection against terrorism and crime General (Mean)
B Sig B Sig B Sig B Sig B Sig
Oslo*
Techno trust 2.170 0.000 1.343 0.000 0.483 0.285 0.364 0.218 0.336 0.253
General truster  1.692 0.000 1.201 0.000 0.728 0.098 1.665 0.000 0.765 0.009
Net-based 1.624 0.000 1.018 0.003 0.517 0.282 0.538 0.094 0.371 0.247
Constant 1.964 0.000 1.038 0.000 2.115 0.000 0.279 0.266 0.031 0.901
Tallinn*
Techno trust 0.131 0.597 0.480 0.048 0.349 0.266 0.836 0.001 0.519 0.035
General truster  1.211 0.000 0.824 0.002 -0.323 0.378 0.552 0.037 0.550 0.035
Net-based -0.402 0.186 —0.387 0.181 —0.649 0.147 —0.431 0.130 -0.627  0.030
Constant —0.506 0.008 —0.154 0.406 —1.641 0.000 0.223 0.230 0.086 0.644

Reference category: State distrust.
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5.1. Implications for policy

Whether citizens in Oslo and Tallinn will accept further im-
plementation and use of MPD depends on how the issue is framed in
public opinion and in the different social cultures and communities.
Although Oslo and Tallinn are different societies in many respects,
these differences are not very strongly reflected in how the citizens
view sharing of data. This indicates that also other cities and policy
makers can make use the four trust cultures established in this study, as
a basis when finding ways to exploit mobility positioning data in the
development of their cities. As we have seen, the typical “trusting ci-
tizen” is currently a minority in Oslo and Tallinn. If the citizens con-
sider it safe to share their data and discover the benefits this can have
for their mobility and everyday life, they might develop positive atti-
tudes towards sharing their individual data. In light of the Covid 19
pandemic, we experienced that a crisis makes the inhabitants more
willing to share their data, even when privacy costs are high. The study
shows, however, that in a normal situation there seems to be in-
sufficient general trust among citizens to exploit this on a wider scale.

The findings of this study indicate that city governments should be
cautious about exploiting mobile phone data in the development of
smart cities. There is significant scepticism among the majority of ci-
tizens regarding further use of such data. Unless visions about the smart
cities are grounded in the needs and wants of the citizens, such plans
are not likely to succeed, and negative understandings and images of a
panoptic state may take stronger hold (Bannister, 2005). As warned by
Kitchin [(Kitchin, 2015), p 12] without oversight and enforcement
concerning possible abuse of data, it is likely that we will see significant
resistance and push-back against these types of real-time data gath-
ering.

Building citizen trust regarding the harvesting of MPD will require
providing citizens with information about the opportunities afforded by
the use of the data as well as the benefits. An important part of doing
this is to establish new arenas where people can engage in discussions
about the future use of these kinds of data. City governments that want
to exploit mobility data should develop new forms for community en-
gagement where all stakeholder groups, including citizens, are re-
presented (Konsti-Laakso and Rantala, 2017). For example, city gov-
ernments can establish urban laboratories involving local communities
and volunteer associations, as well as public and private enterprises.
Several scholars describe urban experiments as a fruitful way to enable
reflexive and multi-dimensional learning in real-life settings
(Evans et al., 2018). This presupposes that citizens are recognized not
as mere passive consumers of services, but as active participants in and
potential contributors to the shaping of a “smarter” urban environment
(Grossi and Pianezzi, 2017; Calzada, 2018). On the other hand, it would
also require more fundamental consideration of how to build up trust in
different segments of society, and in particular among those who today
largely distrust political institutions. The latter represent a large group
of citizens in both Oslo and Tallinn, and many young people are part of
cultures that mainly put trust in net-based actors, not in political in-
stitutions. Harvesting mobility data demands that policy makers, re-
searchers and technology providers enter into a dialog with these
groups. In the current political climate in Europe, with decreasing levels
of trust in political leaders in many countries, this would require sig-
nificant efforts.® One way forward will be to establish arenas and events
where boundary-crossing relationships and trust can be developed

© According to a recent global survey of trust, over the last two decades we
have seen a progressive destruction of trust in societal institutions, a con-
sequence of the 2008 recession, fears about immigration, and economic dis-
location caused by globalization and automation (Edelman 2019) Edelman,
"Trust Barometer. Executive Summary," no. https://www.edelman.com/sites/
g/files/aatuss191/files/2019-02/2019_Edelman_Trust Barometer_Executive_
Summary.pdf, 2019.
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through face-to-face meetings. As argued by Calzada et al. (Calzada and
Cobo, 2015) social capital and trust will suffer as long as smart cities are
only based on digital social networks.

5.2. Research contribution

This study contributes to a recent stream of critical social research
addressing users’ responses to the use of digital technologies for urban
development (Kitchin, 2015; I. Calzada, 2018; Grossi and Pianezzi, 2017;
Vanolo, 2016; Luque-Ayala and Marvin, 2015; Larsson, 2015;
Boyd, 2012; Martin et al., 2017). In contrast to the dominant technology-
oriented research — typically based on variations of the technology ac-
ceptance model - this study focuses on the current cultural under-
standing within a given social context. This implies that trust is under-
stood as a shared understanding that is developed, sustained or
questioned through social interaction within groups and communities,
backed up by social institutions.

The advantage of this perspective is that it gives a broader picture of
how individuals in a society view issues related to the implementation
and use of new digital innovations like MPD. While several recent
studies relying on TAM and/or UTAT approaches have found that trust
is important for acceptance of new digital technology (Yeh, 2017;
Beldad and Hegner, 2018; Bahmanziari et al., 2003), the different
foundations for trust are usually not considered, and neither are the
different levels of trust that exist in societies. Thus, the fact that a large
part of the citizenry does not trust is neglected, as are the variations
between cultures, cities and nations.

The findings in this study are evidence that acceptance of the use of
MPD is highly sensitive to the particular contexts of its use. Although
the majority of citizens are critical, acceptance increases significantly
when the purpose has a high perceived social value. At this point, our
research supports earlier work indicating that acceptance of the sharing
of private data, including positioning data, depends on the context of
use (Nissenbaum, 2010; Martin and Shilton, 2016). Although we have
limited information on such contexts given the design of our survey, we
do find indications that citizens’ acceptance and concerns regarding
privacy differ across situations of use. As argued by Nissenbaum
(Nissenbaum, 2010), acceptance of the use of privacy data depends on
access to information about who the recipients and users of the data
are, the information types that are shared, the principles for transmis-
sion and the intended uses. Only limited information is currently
available to people tracked by mobile positioning systems, and this
probably represents a significant barrier to the development of
knowledge, norms and meaning in this area. This echoes other studies
that have found that attitudes to sharing of locational data to a large
degree depends on expected social benefits and the level of trust to the
involved organizations (Oliver et al., 2015; Murphy et al., 2020;
Julsrud and Krogstad, 2018).

Despite the fact that a large part of the population was opposed to
sharing of their mobility data, the number of smartphone users using
applications that require positioning data was high in our sample. This
apparently self-contradictory behavior can be related to the “privacy
paradox” (Hull, 2015; Gerber et al., 2018)) according to which people
continue to use digital data despite knowing about risks related to it.
However, many of the current applications for urban travellers, such as
real-time routing information and navigation applications are increas-
ingly necessary tools for managing efficiently in cities, making them
hard to do without. This may explain why some of the distrusters and
net-based trusters in the survey accepted the use of MPD to some de-
gree. It does not follow, however, that they ignore the risk of privacy
violations. Studies of young people have found that many intensive
users of social media also routinely engage in privacy-protective be-
havior (Marwick and Boyd, 2014). The current study adds to other
works that have found that younger people are more aware of the
possibilities for abuse of mobile phone data but also more accepting for
sharing data (Murphy et al., 2020; DMA 2018)
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A leading idea in this paper has been that the understanding of risk
and trust is based on communication and the development of shared
meaning within a group of people. We have presented the concept of
trust cultures to conceptualize these groups, and the results indicate
that similar cultural groups co-exist in Oslo and Tallinn. In a wider
context, these four trust cultures can be considered as “ideal types” that
can guide further theoretical or empirical work.

As a study of local cultures this study has limitations, because it
relies on survey data that can only capture some of the superficial
structures of meaning, attitudes and norms in each population. The
cultural groups that are outlined in this study should therefore be
considered as tentative constructions that need further investigation to
be confirmed or redefined. Hopefully, they may trigger interest in fur-
ther exploration of trust cultures in emerging smart cities in Europe and
elsewhere.
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